e Cc2652P Firmware Flashing

e Firmware acquisition

Download the ZNP firmware of CC2652P USB Dongle from the following link:
https://www.home-assistant.io/integrations/zha

« Texas Instruments based radios (via the zigpy-znp library for zigpy)
—ip CC2652P/CC2652R/CC2652RB USB stick or dev board hardware flashed
with Z-Stack 3.x.x coordinator firmware

o CC1352P/CC1352R USB stick or dev board hardware flashed with Z-
Stack 3.x.x coordinator firmware

o CC2538 USB stick or dev board hardware flashed with Z-Stack 3.x.x
coordinator firmware

Texas
° USB connected .
T development kit, based on e Flashin
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LAUNCHXL- prnen Router 5
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e Firmware flashing

CC2652P USB Dongle supports serial port Bootloader to flash firmware.

1.2.1 Enter the serial port Bootloader

There are two ways for Dongle to enter Bootloader:
¢ Manual mode

Keep pressing the Boot button, restart the device, and release the Boot button after Dongle
enters the serial port Bootloader.

¢ Automatically enter the serial port Bootloader through a python script

Step to execute python script:
e Download, unzip and execute the file
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I« GC (D) » Zigbee : Zi_ggee 3.0 USE Donq_ls CC2652P1F » uart boot test tool |\,
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e Enter the serial port number inserted into the dongle

,J Bl C\Windows\system32\cmd.exe - O x

thon nar

3 to UART

- A—— E =

e After executing the file, enter 55 55 in the serial port assistant tool, and receive the
returned result 00 CC, which means that the dongle has successfully entered the
Bootloader.



5

m

[11:30:09. 697} 085 &5 11
130 08, ool o £t ]

o 2

USB Dongle > CC2652P1F » uart boot test tool v o

B CAWindows\system32\cmd.exe
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Note: The serial port Bootloader does not enable hardware flow control.

1.2.2 Using Flash Programmer2 serial port flashing firmware

Smart

™Flash Programmer 2 s> ’ @

Info Page | MAC Address

~ Silicon Labs CP210x USB to... |

et Flash imagels)
@ Single [ (C/Users/30755/Documents/HA/CC1352P2_CC2652P _launchpad_coordinator_20210120/CC1352P2_CC2652P_launchpad_coordinator_ 20210120 hex ~ [ Bime ||| 5 BT Rttt dem iR St
) Multiple -
@ik fUnknown”
1. Choose "Unknown"
Actions Hide options<<<

Program W Verify
CRC check
@ Readback

Refresh Auto-detect

Selected target(1):

koow; o s © Entire source fle e —
® Pagesinimage @ Exclude pages in image filed with: 2
- " ® Pages

® ® Exclude pages:

Erase il unprotected pages, Program entie source image
Select Target Device.. -

4 Status Clear
State: unknown® \
Flach size: unknown \
Ram size: unknown OE MizERiEEERS A, 21CC2652P

Chip revision: unknown

2. Select target chip CC2652P

Package: unknown

T

™Flash Programmer 2 .. 1:>

~ Silicon Labs CP210x USB ta..,

Flash image(s)
© Single | C:/Users/30755/D ocuments/HA/CC1352P2 CC2652P Jaunchpad_coordinator 20210120/CC1352P2_CC2652P launchpad coordinator 20210120 hex O] [roveen | | 22omerfontia
Muliple [] Disable Baotloader [] Keep CCFG ‘

Clear
QUEFREIRE G etk

3. Choose the target firmware [] Write-protect pages:

Hide options<<<

[] Lock debug interface
| Program I W Verify

® CRC check

@ Readback

. | Skip |

© Entire source file i R ety rr ek

@ Exclude paget in imare iled with: Flash Address BLE: 0x00057FD0
RS -

Refresh Auto-detect ‘Secondary MAC Address

Selected target(1): Flash Address IEEE 802.15.4: 0x00057FCE

CG2652P1Fx
Wireless Mgll
2 0+

n e

i

[ Retain secondary BLE address

Erase all unprotected pages, Program entie source image

ccoese -
State: unknown® IS S
Fiah size unknown i @REER

Bair = ki 4. Click to flash

Chip revision: unknown

Package: unknown

Note: There is no difference between the coordinator and routing firmware flashing steps.
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e Enable hardware flow control and
generate firmware (optional)

If you need to enable the hardware flow control of the CC2652P USB Dongle, you need to
use CCS to import the ZNP project to configure and compile the firmware that supports the
hardware flow control.

e Import the ZNP project of CC1352P into CCS

CCS [Project] - [Import CCS Project]

L
e

a
&
- Import CCS Projects o= 2
(‘ Import existing CCS Projects or example CCS Projects. V_z“

{

| @ Select search-directory: | | Brows:

(O Select archive file: Bro \
{
| Discovered projects:

| Select All
{

Deselect All
| Refresh
{

{
{
|
{
|
{
{
{
{ N ) . '
( [ Automatically import referenced projects found in same search-directory
{ Copy projects into workspace
|
{ Open Rescurce Explorer to browse a wide selection of example projects...
{
t
.:?'3 Finist Cancel

{

Click [Browse] and select the ZNP project file under SDK:
J@

H & T > BEBEE > Windows (C) > t > simplelink cc13x2 26x2 sdk 4 40 04 04 » examples > rtos > CC13527 2 LAUNCHXL > zstack > znp > tirtos v o B tintos
Pl

o mRv  smERHE =y @
1 -

al ) 28 == b
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! omam e
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e Configure engineering hardware flow control

Open the .syscfg configuration file in the ZNP project:

v == znp CC1352P 2 LAUNCHXL tirtos ccs [Active - default]

i) Generated Source
B

e

it Includes

Binaries

(= Application

= Comimon

(= default

(= Stack

(= targetConfigs

[6 CC1352P 2 LAUNCHXL funs.c
L ool 3xd_cc26x2.omd
2L src

=/ app.cfg

& Board.html

| & makefile.defs

& T..E.;-.:.'.-‘.f.i"/
& znp.sysclg

Enable serigl‘yflow control in the UART option in the .syscfg configuration file:

« - Software » UART OG-
5] -1 5 ~ 8 Name CONFIG_DISPLAY_UART
SHA: g
= Use Hardware None
=] sPI o® -
Tempersture ™ Data Direction Send and Receive
k.3 Timer ® Error Callback Function
TRNG 0%—_&“‘-@\“@
| @ i
@
= inter
@
Button )e)
LED 3
« INSTRUMENTATION (5)
Bench ® PinMux Peripheral and Pin Configuration
LogMain @
UART Peripher:
LogSite ® phera
LoggerBut ® TXPin
LoggerIT™M [C)
LoggerText @ RXFin
« TIUTILS RUN-TIME (1)
CTSPin
® 5P
r_SvsBIoS ® RIS Pin
EXGr_tiutils [C)
EXGT_XDCto ® TX PIN Configuration While Pinis Not In Use
®
€] RX PIN Configuration While Pinis Not In Use
®
@ TS PIN Gonfiguration While Pin is Not In Use
@ RTS PIN Configuration While Pin is Not In Use
= Other Dependencies

Then save and compile.

e Adding routers to the gateway

The guide is for the routers that flashed with the official router firmware.
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Download the official host computer SDK

https://www.ti.com.cn/tool/cn/SIMPLELINK-CC13X2-26X2-SDK

lows (C:) » ti » simplelink_cc13x2 262 sdk 5 20 00 52 » tools » =zstack » =ztool

5 % % 8

tevelopment kit

iR ARTIEL

> =5 (SDK)
SIMPLELINK-CC13X2-26X2-SDK-CLOUD — SimpleLink™ CC13x2 and CC26x2
software development kit cloud development on Tl Resource Explorer

| soK

SRR

execute the Z-Tool.exe

25 - {E
[ GlobalConfigaml 2021/7/14 7:22
[#] TI.CommonLib.dll 2021/7/14 7:22
[ TLConfigaml 2021/7/14 7:22
[ ] T1.MasterKeyListDev.xml 2021/7/14 7:22
[#] T1.ZCmdMatchings.dil 2021/7/14 7:22
[ TLZRLAI 2021/7/14 7:22
[] TLZPLxm 2021/7/14 7:22
[4 T1.zPortLib.dll 2021/7/14 T:22
[} T1.ZScriptdIl 2021/7/14 7:22
2 ZPI Help.chm 2021/7/14 7:22
2021/7/14 7:22
| Z-Tool.exe.config 2021/7/14 7:22
[ ] ZToolCanfig.xml 2021/7/14 7:22
2 7-ToolHelp.chm 2021/7/14 7:22

Set the serial port baud rate to 115200

SIMPLELINK-CC13X2-26X2-SDK — SimpleLink™ CC13x2 and CC26x2 software

& TEE

S Fl =N

WML T
NEEET B
XML 335

XML ZTE
NEEETE
HML =5
NIRRT =
REEATE
FEA HTML ...
MEE=

XML Configurati..,
ML 37

B HTML #2...
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N ndow  Help
o g2l
b4 7ZDO_UNBIND_REQ ~

| ZDO_MGMT_NWK_DISC_REQ

| ZDO_MGMT_LQI REQ

43| ZDO_MGMT_RTG_REQ

| ZDO_MGMT_BIND_REQ

43| ZDO_MGMT_LEAVE_REQ

b3 ZDO_MGMT_DIRECT_JOIN_REQ

b3 ZDO_MGMT_PERMIT_JOIN_REQUE Seripts Serial Devices Socket Devices

@ Loz Ensbled v 3 Clear I Save

b3 ZDO_MGMT_NWK_UPDATE_REQUI e SN

;| ZDO_MSG_CB_REGISTER

b3 ZDO_MSG_CB_REMOVE ‘ COM Port Ham H Status
| ZDO_STARTUP_FROM_AFF T ot Enshled

| ZDO_STARTUP_FROM_APP_EX
% ZDO_AUTO_FIND_DESTINATION

<
| Enble Disdble «
Add:Mode 0x02 (ADDRESS_16_BI

Detaddr 00 Aute Sean
Turation 120
TCSi gni Ficance 1 [ 5can all Enabled com ports {startup and manual scan}
i Cancel Apply
.
TCSignificance

Byte. Trust Center Significance

Active Device: COME?, 0x00124BO020CDO748, NONE

% 3 COMS7 Informatior -

g

E Fort Settings
C

Fort Alias Data Bits

COME? g w

Rate Farity

115200 e Hone e
4 Handshake Stop Bits

Hone “ 1 w
at

0K Cancel



* 7-Tool 2.0

File View Tools Window Help
=R
i LM 7D0_EXT_SWITCH_NWK_KEY A

b4 ZDO_EXT_NWK_INFO
i ZDO_EXT_SEC_APS_REMOVE REQ
't ZDO_FORCE_CONCENTRATOR_CHANGE
Y. ZDO_EXT_SET_PARAMS
'+ ZDO_NWK_ADDR_OF_INTEREST_REQ
util
GP
AppConfig
'i| APP_CNF_SET_NWK_FRAME_COUNTER
~'ti] APP_CNF_SET_DEFAULT_REMOTE_ENDDE\
;| APP_CNF_SET_ENDDEVICETIMEOUT
.| APP_CNF_SET_ALLOWREIOIN_TC_POLICY
-t APP_CNF_BDB_ADD_INSTALLCODE
'i| APP_CNF_BDB_START_COMMISSIONING
't APP_CNF_BDB_SET_JOINUSESINSTALLCOC
'i| APP_CNF_BDB_SET_ACTIVE_DEFAULT_CE!
- '%i] APP_CNF_BDB_SET_CHANNEL ‘h‘-—s‘x’r‘—
-t APP_CNF_BDB_SET_TC_REQUIRE_KEY_E
'i| APP_CNF_BDB_ZED_ATTEMPT_RECOVER_I v
< >

COMS57 - COM57

@ Loz Enabled v X Clear I Save

TRUE
CHNL_0x:00001000

isPrimary

N

Channel

ZIGBEE_CHAMNELS. Channel mask

Start Time: 2021/7/28 10:09:30

Active Device: COME?, 0x00124B0020CDO743, NONE

*3 z-Tool 2.0
File View Tools

e s

Window Help

"] 7DO_EXT_SWITCH_NWK_KEY ~
..+ 7DO_EXT_NWK_INFO
-t ZDO_EXT_SEC_APS_REMOVE_REQ

i ZDO_FORCE_CONCENTRATOR_CHANGE
't ZDO_EXT_SET_PARAMS
;| ZDO_NWK_ADDR_OF_INTEREST_REQ
util
GP
AppConfig
't APP_CNF_SET_NWK_FRAME_COUNTER

'i| APP_CNF_SET_DEFAULT_REMOTE_ENDDE\
-'+i] APP_CNF_SET_ENDDEVICETIMEOUT
:g APP_CNF_SET_ALLOWREIOIN_TC_POLICY
4| Al

APP_CNF_BDB_START_COMMISSIONIH
= RPPCNP-BOE-SET— rcoc
"4 APP_CNF_BDB_SET_ACTIVE DEFAULT CE}
.| APP_CNF_BDB_SET_CHANNEL
.| APP_CNF_BDB_SET_TC_REQUIRE KEY_EX(
-4 APP_CNF_BDB_ZED_ATTEMPT_RECOVER_I ¥
>

5]

(0:04] Hetwark Formation ) .|

Commissioninglode

COMMISSIONING MDDE

Specifies the comissioning node

COMS7 - COM57

@ Log Enabled v 3¢ Clear A 5ave

[Start Time: 2021/7/28 10:09:30

«R¥>10:10:41.01 COM57 APP_CNF_BDB_SET_CHANNEL_SRSP (0x6F08)
Status: SUCCESS (0x0)

<TX>10:10:41.01 COMS7 APP_CNF_EDE_SET_CHANNEL (0x2F08)
isPrimary: TRUE (0x1)
Channel: CHNL_Dx00001000 (Dx 1000)

Aotive Device: COMG?, Ox0O0124BO0Z0CDO74E, WONE

0x09 means establish network successfully




* 7-Tool 2.0

Fle View Tools Window Help
= E'ﬁ‘ 8RS8
i) ZDO_EXT_SWITCH_NWK_KEY s

b4 ZDO_EXT_NWK_INFO

] ZDO_EXT_SEC_APS_REMOVE REQ

4] ZDO_FORCE_CONCENTRATOR_CHANGE
Y. ZDO_EXT_SET_PARAMS

-4 ZDO_NWK_ADDR_OF_INTEREST_REQ

5

.| APP_CNF_SET_NWK_FRAME_COUNTER
-4 APP_CNF_SET_DEFAULT_REMOTE_ENDDE\
4| APP_CNF_SET_ENDDEVICETIMEOUT

4 APP_CNF_SET_ALLOWREIOIN_TC_POLICY
U | APP_CNF_BDB_ADD_INSTALLCODE

U 4 APP_CNF_BDE_SET ) }NUSESII‘JSTALLCOE
.| APP_CNF_BDB_SET_ACTIVE_DEFAULT_CEl
-4 APP_CNF_BDB_SET_CHANNEL
%4 APP_CNF_BDB_SET_TC_REQUIRE_KEY_EX(
.| APP_CNF_BDB_ZED_ATTEMPT_RECOVER I v
2>

COMS57 - COM57

@ Loz Enabled v X Clear I Save

Start Time: 2021/7/28 10:09:30

<RX>10:10:41,01 COMS7 APP_CHF_BDB_SET_CHANNEL _SRSP (0x6F03)
Status: SUCCESS (0x0)

<TX>10:10;41.01 COM57 APP_CNF_EDB_SET_CHANNEL (0x2F08)
isPrimary: TRUE (0x1)
Channel: CHNL_DxD0001000 (Dx 1000)

<TX>10:11:06.99 COMS7 APP_CNF_BDB_START_COMMISSIONING (Dx2F05)
CommissioningMode: (Ox04) Netwark Farmation (0x4)

<RY>10:11:09. 17 COMS7 APP_CHF_BDB_START_COMMISSIONING_SRSP (06F05)
Status: SUCCESS (0x0)

<RX>10:11:09, 17 COMS7 ZDO_STATE_CHANGE_IND (0x45C0)
State: 9 {0x5)

<RX>10:11:09, 17 COMS7 APP_CNF_BDB_COMMISSIONING_NOTIFICATION (0%4F80)
Status; 0400 {etwork Restored) (0x0)
Mode; 0x00

Co

Comni =i onindfode

(0x04) Wetwork Formation

issioninglode
COMMISSIONIHG MODE.

Specifiss the commissioning neds.

(0x0)
CnmmlssAmlng Moces 0x04 (Network Formation) (0x4)

<RX’>10: 11:09,38 COMS7 APP_CNF_BDB_COMMISSIONING_NOTIFICATION (0x4780)
Status: 0x08 (Formation Faiure) (0x8)
Commissioning Mode: 0x02 (Formation) {0x2)
Commissianing Mode: 0 {0x0)

Active Device!

COMS?, 0x00124B00Z0CD0748, KONE

Open network, and add device

*3 z-Tool 2.0
File View Tools Window Help
o el
%] ZDO_UNBIND_REQ ~ |
%1 7DO_MGMT_NWK_DISC_REQ COMST - COMS7
Y4/ ZDO_MGMT_LQI_REQ
3 = = Log Enabled v 3 CL 5
%4 ZDO_MGMT_RTG_REQ @ Lo Fachle flam: Il 5ave
't ZDO_MGMT_BIND_REQ [Start Time: 2021/7/28 10:09:30
b2 ZDO_MGMT_LEAVE_REQ
<R >10:10:41.01 COM57 APP_CNF_BDB_SET_CHANNEL_SRSP (0x6F08)
Status: SUCCESS (0x0)
e <TX3>10:10;41.01 COMS7 APP_CNF_BDB:SET_CHANMEL (0x2F08)
-t ZDO_MSG_CB_REGISTER isPrimary: TRUE (0x1)
b4 ZDO_MSG_CB_REMOVE Channel: CHNL_0x00001000 (Dx 1000}
] L.M 2P0 STARILE FROM AR <TX > 10:11:06.99 COMS7 APP_CNF_BDB_START_COMMISSIONING {Dx2FO5)
b, >10:11:06.99 _CNF_BDB_f A i X.
“ﬁ ZDO_STARTUP_FROM_APP_EX CommissioningMode: (0x04) Netwark Farmation (0x4)
.| ZDO_AUTO_FIND_DESTINATION
-4 ZDO_SET_LINK_KEY <RX>10:11:09,17 COMS7 APP_CNF_BDB_START_COMMISSIONING_SRSP {0x6F05)
.| ZDO_REMOVE_LINK_KEY Status: SUCCESS (0x0)
.| 7DO_GET_LINK_KEY
;- = o o5 <RX>10:11:09.17 COM57 ZDO_STATE_CHANGE _IND (0x45C0;]
i ZDO_NWK_DISCOVERY_REQ State: 9 (0x8) = el Ol
b2 7DO_JOIN_REQ
"ﬁ ZDO_SET_REJOIN_PARAMETERS_REQ v <RX>10:11:09,17 COM57 APP_CNF_BDE_COMMISSIONING_NOTIFICATION (0x4F80)
< 5 Siatus 00D (Netwark Restored) (0xD)
Made: 0x00

002 (ADDEESS_16_BIT)
0x0
120

(0x0)
Cummlssmnlng Mode: 0x04 (Network Formation) (04)

<RY>10:11:09.38 COMS7 APP_CNF_BDB_COMMISSIONING_NGTIFICATION (04750
Status: 0x08 (Formation Failire) (9x8)
Commissioning Made: 0x02 {Formation) (0x2)
Commissioning Made: 0 {0x0)

Byte

TCSi gui i cance

Trust Center Significance

Active Devige:

COME?, 0x00124B0020CTI0745, FONE




